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Overview

gl Human
rL Machine

Motivation & Observations

Aligned LLMs optimized to maximize preferences.

< LGTs have higher rewards than human-written texts. 0 :

Reward Score
v' Reward Model recognize LLM Distribution

Method: Continual Preference Tuning ReMoDetect is SOTA in

Unseen LLMs and Unseen domains.
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Introduction

Nowadays, LLMs generate fluent and convincing text, which gives people many benefits.
v The quality of generated text is comparable to human specialists,

v’ They are difficult to distinguish from human-written content.

v' This phenomenon will grow further and further.

v' However, this also increases the potential for misuse.

o (o
( \
(T3 ’
Toxicity Hallucination Legal Aspects
Harmful or Factually incorrect Data Protection,
discriminatory content Intellectual Property,

language or content and the EU Al Act



LLM generated text Detection

Detecting LGT is a challenging problem in many aspects.

* Accuracy

* LGT needs to be detected while minimizing false positives.

* Generalizability
* Domain generalizability

* LLM generalizability

* Robustness
* Length Robustness

* Paraphrasing Robustness



Prior Works

Model based Method [1],[2]

* Training supervised classification model for the detection of LLM-generated texts (LGT).
Metric Based Method (Zero-shot) [3],[4],[5]

* Scoring the text with entropy, perplexity, and log probability.

Watermark [6]

* Generating perturbations to a model’s output and catching them in the outputs.

[1] Open Al, New Al classifier for indicating Al-written text, 2023 (end of service on July 2023 due to low accuracy.)
[2] Daphne Ippolito et al. Automatic Detection of Generated Text is Easiest when Humans are Fooled, ACL, 2020
[3] DetectGPT: Zero-Shot Machine-Generated Text Detection using Probability Curvature, ICML 2023

[4] DetectLLM: Leveraging Log Rank Information for Zero-Shot Detection of Machine-Generated Text, arxiv2023
[5] Intrinsic Dimension Estimation for Robust Detection of Al-Generated Texts, Neurips 2023

[6] Kirchenbauer, J., et al. A watermark for large language models, arXiv 2023.



Motivation — Human Preference Align

To solve the challenging problem: Accuracy, Generalizability, Robustness

Let’s find common characteristics of LLMs!!
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Step1

Collect demonstration data,
and train a supervised policy.

A promptis

Step 2

Collect comparison data,
and train a reward model.

A prompt and

Step 3

Optimize a policy against
the reward model using
reinforcement learning.

A new prompt
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RLHF

Step 1

Collect demonstration data,
and train a supervised policy.

A promptis
sampled from our
prompt dataset.

A labeler
demonstrates the
desired output
behavior.

This data is used
to fine-tune GPT-3
with supervised
learning.

Explain the moon
landing to a 6 year old

v

)

4

Some people went
to the moon...

Step 2

Collect comparison data,
and train a reward model.

A prompt and
several model
outputs are
sampled.

A labeler ranks
the outputs from
best to worst.

This datais used
to train our
reward model.

Explain the moon
landing to a 6 year old

Explain gravity. . Explain war .

Moon is natural People went to
satellite of . the moen...

Step 3

Optimize a policy against
the reward model using
reinforcement learning.

A new prompt

. ™

is sampled from Write 8 story

the dataset. about frogs

The policy .
enerates 050

g ./)?OFQO

an output. W

The reward model

calculates a o.__o

LRI
reward for 'W'./'
the output.

The reward is

used to update rk
the policy
using PPO.

[1] OpenAl, InstructGPT: training language models to follow instructions with human feedback, 2022
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Motivation — Human Preference Align
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Hypothesis & Observation

Observation: LGT distribution # Human-written text distribution

And LGTs have higher rewards than human-written texts.

t-SNE of Reward Model

(a) Reuters (b) Essay (c) WritingPrompts

Reward Score Distribution of Reward Model

il Human
|| | || il Machine
0 5 -5 0 5

-10 -5 0 5
(a) Reuters (b) Essay (c) WritingPrompts
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Hypothesis & Observation

Reward Model Recognize LLM!!
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Method

d(r¢> (xbufa ybuf) 7“4)0 Tpuf, ybuf
yLM 9 Ymix

= Yuu
B [ @ g e 2 i
7\ AO -E — \;‘\Q A Ji _E

Replay Vi@ o ¥
Spand ,‘Rephrase 50%
z
( BUE; ybuf) Z: Write me a news article about Al
Continual Preference Tuning Reward Modeling with Mixed Responses

Two training components to improve the detection ability of the reward model.

1. Continual Preference Tuning
* Finetune the reward model with LLM/Human text pairs.

* Mitigate forgetting using replay buffer.

LRM(aj;ngyl) = —loga (""Qb(x:yw) o T@(CE,yZ))

Leont = Lrn (2, yrar, yuu) + Ad (¢ (Tout, Ybut)s Téo (Tbuts Ybut) )
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Method
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Buffers < Al
(«'Bbufv ybuf)

Z: Write me a news article about Al

Continual Preference Tuning Reward Modeling with Mixed Responses

Two training components to improve the detection ability of the reward model.

2. Reward Modeling with Mixed Responses

* Partially rephrase the human-written text using LLM.
* Mixed texts are used as a median preference. P(LLM > Mixed > Human)

* Enabling the detector to learn a better decision boundary.

Lours ‘= Lcont + 61LRM(x7yMIX7 yHU) + /BQLRM(ZCa YL M yMIX)
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Experiments

Baselines:

» Statistic Metrics (Loglikelihood, Rank)

* Detect GPT-style (Detect GPT, Fast-DetectGPT, LLR, NPR)

* Binary Classifier (OpenAl-Detector ChatGPT-Detector)

Trained Model:

* OpenAssistant/reward-model-deberta-v3-large-v2 (700M parameters)
Trained Dataset:

* HC3 (Human / ChatGPT3.5 pairs): 4400 samples

Evaluation Dataset (AUROC)

* MGTBench, Fast-DetectGPT Bench

* Unseen Domains: Pubmed, Xsum, WritingPrompt, Essay, Reuters
* Unseen LLMs: Llama, Gemini, GPT4, Claude, Phi ...

Robustness Evaluation:

* Shorter passage lengths, paraphrasing attack

Algorithmic Intelligence Lab
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Results - Fast-DetectGPT Benchmark

(a) Fast-DetectGPT benchmark [12]: PubMed, XSum, and WritingPrompts-small (WP-s)

Model Domain Loglik. Rank D-GPT LRR NPR FD-GPT Open-D Chat-D OQurs
PubMed 87.8 59.8 74.4 743 678 90.2 61.9 21.9 96.4

%ﬂfj XSum 958 749 892 916 866  99.1 915 97 999
WP-s 97.4 80.7 947  89.6 942 99.2 70.9 275 99.8

PubMed 810 597 681 681 633 85.0 53.1 28.1 96.1

GPT4  XSum 79.8 664 671 745 64.8 90.7 67.8 50.3 98.7
WP-s 85.5 715 809 703 78.0 96.1 50.7 453 98.8

Gprs PubMed 865 608 636 735 637 88.8 55.8 31.0 97.0
Tuhg  XSum 90.9 734 832 879 818 97.4 88.2 44  100.0
WP-s 97.6 80.8 928 929 925 99 4 72.3 225 99.8

[lama3 PubMed 854 609 660 713 650 90.8 52.9 35.1 96.3
o XSum 97.9 749 932 955 938 99.7 96.2 7.1 99.8
WP-s 97.1 779 955  90.1 95.8 99.9 77.5 28.1 99.5

Gemini PubMed 830 583 632 750 6638 82.1 57.3 39.3 86.4
e‘;’ém XSum 78.6 445 728 730 79.6 79.5 722 54.7 74.5

P WP-s 75.8 63.0 778 727 811 78.0 70.2 48.0 86.4
Caludes PubMed 855 603 663 743 644 88.2 48.9 33.1 96.4
o XSum 95.9 71.1 853 897 847 96.2 86.2 53 99.9
PUS wp_s 93.8 750 919 865 9138 93.5 65.7 24.1 99.5
Average - 88.6 67.4 79.2 80.6 78.7 91.9 68.9 28.6 95.8

ReMoDetect significantly outperforms prior detection methods.

Detection performance is consistent among various LLMs and domains.
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Results - MGTBench

(b) MGTBench [14]: Essay, Reuters, and WritingPrompts (WP)

Model Domain Loglik. Rank D-GPT LRR NPR FD-GPT Open-D Chat-D Owurs

GPT3s  Essay 973 95.7 578 978 48.1 99.6 575 815  100.0
Tuhe  Reuters 98.2 94.8 505 987 51.1 99.9 98.5 97.2 99.9
WP 89.8 90.2 529 772 483 91.7 50.8 663  100.0

Gpr4  Essay 96.5 93.9 589 939 624 98.9 55.8 77.1 99.9
Turb Reuters 95.8 93.1 526 949 533 99.4 87.5 92.4 99.9
urbo - ywp 94.2 910 535 852 553 93.0 68.2 67.9 99.9
Llama3  ESS3Y 98.3 953 562 989 578 99.5 83.9 91.7  100.0
70B Reuters 999 89.7 58.9 908.7 59.2 100.0 96.7 90.8 100.0
WP 97.3 90.8 572  91.1 604 99.1 86.6 77.3 99.8

Gemini  ESS8Y 98.3 93.6 644 977 655 98.3 48.9 659  100.0
e‘;’gm Reuters 99.9 83.1 730 993 749  100.0 95.3 91.5  100.0
P WP 91.7 820 639 767 673 99.2 68.8 73.4 99.8
Essay 91.6 859 442 827 487 83.6 32.4 19.6 99.7

Claude Reuters 91.3 79.5 68.1 79.2 68.7 87.8 65.5 25.6 99.8
WP 88.4 800 600 712 607 74.1 46.2 26.7 99.1

Average - 95.2 89.2 58.1 89.5 58.8 94.9 69.5 69.7 99.9

ReMoDetect significantly outperforms prior detection methods.

Detection performance is consistent among various LLMs and domains



Results — Robustness on Attack and Passage Length

Robustness on Attack

Model  Accuracy Loglik. D-GPT NPR FD-GPT Ours

GPT3.5 Original 93.6 86.1 82.9 96.1 98.7
Turbo  Attacked 80.5 (-14.0%) 603 (-30.0%) 73.5(-113%) 87.2(-9.3%) 914 (-7.4%)
GPT4  Original 91.7 79.9 79.4 95.2 98.9
Turbo  Attacked 80.0 (-12.7%) 503 (-37.0%) 613 (-22.8%) 87.3(-83%)  94.6 (-4.4%)
Claude3  Original  91.7 81.1 80.3 92.6 98.6

Opus  Attacked 80.5 (-15.8%) 55.2(-32.0%) 60.1 (-25.2%) 81.6(-11.9%) 91.1 (-7.1%)

Robustness on Passage Length

-o- Log-likelihood -~ LRR —- DetectGPT Fast-DetectGPT  -O- Ours
100 — 100 —
< 4
~ 80 80—
(@)
(@] J
a8 : : : :
3 60 : : ; : 60—t IR SRR s SR
do, .............. .......... (a) GPT4 Turbo do ....... (b) Claude3 Opus )
T T T | T T T T I T T T T [ T T T T | T T 1 T T T I T T T T I T T T T I T T T T I T T 1
50 100 150 200 50 100 150 200
# of words # of words

ReMoDetect is relatively more robust to rephrasing attacks and various length of passage |
engths than other detection methods.

Algorithmic Intelligence Lab
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Results

Comparison with Commercial Models

Model GPT 3.5 Turbo GPT4 GPT4 Turbo Llama3 70B  Gemini pro Claude3-Opus

GPTZero 93.5 88.5 95.7 96.6 82.9 95.7
Ours 98.7 97.9 98.9 98.5 824 98.6

Evaluation Results in DPO-trained LLMs.

Model Domain Loglik. Rank D-GPT LRR NPR FD-GPT Open-D Chat-D Ours

phi3 PubMed 650 562 468 488 454 63.7 37.7 807 945
.2 XSum 70.3 641 690 61.7 705 91.0 82.7 234  97.6
WP-s 82.4 733 896 688 87.8 96.7 60.0 31.1 99.3

phi3 PubMed 572 504  48.1 512 48.1 59.9 31.9 827 917
smlz;ll XSum 81.1 69.7 700 688 727 95.6 79.3 19.5 98.7
WP-s 84.0 723 867 67.1 832 97.2 58.6 322 974

pri3 PubMed 654 554 512 503 376 61.7 342 158 952
o XSum 64.5 612 807 790 813 85.4 75.0 18.1 98.0
WP-s 83.1 736 903 706 902 95.7 53.9 385  98.8

ReMoDetect outperform commercial model GPTZero

Detection performance is consistently outperforming even DPO-trained models and
smaller models



Summary

Motivation & Observations

Aligned LLMs optimized to maximize preferences. - Homan
< LGTs have higher rewards than human-written texts. gL Machine

Method: Continual Preference Tuning

0 5
Reward Score t-SNE

v" Train with Mixed Human/LLM texts. Distribution

v’ Continual training with Human/LLM texts.

Take Away Messages

v' LGT distribution # Human-written text distribution

v" ReMoDetect is SOTA for detecting most unseen domains and LLMs.

Discussion Point : Why LGT distribution = Human-written text distribution?

v Hypothesis 1: LLMs are trained with LLM-generated text and model-annotated data.
v’ Hypothesis 2: Human writing styles vary individually, while LLMs are optimized to average.

Algorithmic Intelligence Lab 20



Additional Discussions

Homepage
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